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Context – Navigating the perfect storm of high-impact 

interlocking risks

• In 2022, organisations were hit by a perfect storm of high-impact, 

interlocking risks that have thrown businesses into a permanent 

state of crisis.

• Following hard on the heels of the pandemic, the war in 

Ukraine has intensified supply chain failures, caused a spike 

in energy prices and fuelled inflation.

• Now a state of crisis is the new normality. Climate-related natural 

disasters, looming recession, an accelerating cost 

of living catastrophe in Europe, food 

shortages, employee welfare and skills deficits, and a rapidly 

industrialising cyberattack landscape are overlaid by 

intensifying geopolitical tensions and the very real threat of 

financial liquidity and solvency risks for businesses.

• Internal auditors need to get a rapid grip on this situation and 

support your organisations to navigate more risky, uncertain and 

volatile times ahead.
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Risk in Focus 2023 - Methodology

European countries

Responses from CAEs 
covering all sectors and 
industries

Involved in in-depth interviews 

15

9

834

• In the first half of 2022, a quantitative survey 

was distributed among chief audit executives (CAEs) 

by 14 European Institutes of Internal Auditors, 

spanning 15 countries including Austria, Belgium, 

Bulgaria, France, Germany, Greece, 

Ireland, Italy, Luxembourg, The Netherlands, Slovenia, 

Spain, Sweden, Switzerland, and the UK. This 

survey elicited 834 responses, an all-time high for 

this research project.

• The topics in this report were determined by 

the quantitative survey results and the 

qualitative feedback from the roundtable events and one-

to-one interviews.
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Risk in Focus 2023 - this year’s hot topics
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Risk in Focus – 2023 ‘v’ 2022
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Looking Ahead – Risk today ‘v’ risk tomorrow…

focus changing over time
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Risk vs audit priorities - Is internal audit devoting its 

time proportionately?
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Macroeconomic 

and Geopolitical 

risk, Emerging and 

Strategic Risk: 

Auditing in a time 

of crisis

• As the Risk in Focus 2023 survey took place during the first quarter of

2022 when the conflict was just beginning, the crisis helped to push

macroeconomic and geopolitical uncertainty into 3rd place in the survey,

up from 7th just a year ago. With 46% citing it as a top five risk this year,

compared to 32% last year.

• In a special question on the war, internal auditors said that the

event’s immediate impact on their risks included most

prominently macroeconomic and geopolitical uncertainty.

• As the extended ramifications of the conflict continue to unravel, a lack of

attention to such a key risk seems either short-sighted or untenable.

Internal auditors must adapt to provide relevant assurance to their

organisations.
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Climate Change & 

Environmental 

Sustainability: 

Transition to climate 

change auditing
• In the Risk in Focus 2023 survey, internal auditors said that climate change

was the 6th most important risk they faced, up from 8th from last year. With

37% citing it as a top five risk compared to 31% last year. And they expect

it to move up to 3rd place in the risk rankings and 4th in terms of the

amount of time they spend in three years’ time – that makes it one of the

most dynamic, fast-moving risk areas for the profession.

• As temperatures soared to unusually high levels across Europe this

summer, the evidence of unpredictable climate change is clear – yet unless

internal auditors get a firm grip on the issue now, the risk could become the

next big crisis that organisations are unprepared for.

• Those who are unsure should consult Chartered IIA UK and

Ireland’s paper, Harnessing internal audit against climate change risk,

which urges boards to give functions the authority to work at a strategic

level on the issue.
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Human Capital, 

Diversity & Talent 

Management: The 

human factor • Human capital, diversity and talent management ranked second in Risk in

Focus 2023’s risk ranking, up from fourth place in 2022. With 50% citing it as

a top five risk this year compared to 40% last year. Eighteen per cent of

respondents said it was their number one priority.

• Chief audit executives taking part in the Risk in Focus 2023 roundtable on

the issue agreed that the pandemic had fuelled new challenges as well as

accelerated longer running trends.

• In 2023, the global talent shortage is likely to increase, particularly for those

organisations seeking to employ people with technical expertise, because

luring people back into workplaces while ensuring their psychological

wellbeing has moved higher up the agenda.

• To help make sense of this growing risk area, last year the Chartered IIA UK

and Ireland in partnership with the Risk in Focus group of European

Institutes published our risk overview study into human capital, diversity and

talent management.
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Cybersecurity and 

Data Security: 

Auditing at the speed 

of crime 
• Cybersecurity and data security retained its hold as the number one threat 

in the Risk in Focus 2023 survey – with 82% of respondents saying it was 

a top five risk (the same as in 2022). In addition, internal auditors said they 

spent most time and effort working on this area.

• Despite the intensity and gravity of cybersecurity and data security risk, 

many chief audit executives participating in Risk in Focus 2023 said 

boards often lacked either sufficient knowledge or interest in such threats. 

While chief audit executives can play a key role in helping spread cyber 

and data best practice, the interest and support of the board is also 

critical.

• With hackers now able to threaten critical infrastructure and people’s lives, 

internal auditors must move faster than ever to combat threats.



Internal Use

Digital Disruption and 

New Technology: 

Switching to 

automatic • The pandemic pushed organisations’ digitalisation efforts into third place

in the risk rankings in the Risk in Focus 2022 survey as they moved staff

to homeworking and shifted sales online.

• Not surprisingly, perhaps, this year internal auditors ranked it as the fifth

biggest risk their organisations faced. With 38% citing it as a top five risk

this year compared to 45% last year.

• Internal auditors said they expected to spend an increasing amount of

time on the issue so that in three years’ time it will rank as the second

biggest area for internal audit effort in terms of time spent, according to

the Risk in Focus 2023 survey. But with rocketing inflation, pressure to

increase pay and supply chain disruption, it may be that in 2023 many

businesses do not have the funds to carry out these plans.
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Key Messages
1. The perfect storm of high-impact interlocking risks is creating 

serious challenges. However, it is also an opportunity for internal audit 

to demonstrate its value and support boards to navigate the storm.

2. With macroeconomic and geopolitical uncertainty being a theme for 

the foreseeable future, internal auditors must adapt to provide 

relevant assurance to their organisations.

3. As well as helping management shape strategies and goals, 

internal auditors must lead the way in helping raise awareness and 

drum up meaningful support for environmental initiatives.

4. In this rapidly changing environment, internal audit functions must 

be flexible and willing to react swiftly in delivering high-quality audit 

reports on new risks as they emerge in real-time.

5. Internal auditors are uniquely placed to play their part in developing 

long-term solutions that have a real impact on organisations and 

the communities they serve. They need to secure from the board the 

resources and remit to tackle the most pressing risks with urgency.

6. If there was ever a time for the profession to step up and deliver 

on its full potential, it is now.
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